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Question

Answer

1. What is TWBC IP
VPN?

TWCBC IP VPN provides site-to-site and hub-to-site IPSec VPN tunnels,
encrypted to securely transmit your data to branch offices, or to partners’
sites. Mobile IP VPN clients for your PC or laptop provide secure remote
access to your enterprise sites from anywhere that has Internet
broadband. Ticketing is available through the customer portal. The quick
start guide provides the basics that you need to get started. For more
details on any topic, please refer to TWCBC IP VPN & Managed IP VPN
User Guide.

2. What is TWCBC
Managed IP VPN
service?

TWCBC Managed IP VPN service is offered for customers who desire FIPS
140-02 compatible encryption, and a stringent customer support SLA for
their IP VPN tunnels, with 24x7x365 proactive monitoring and
management. It provides 2-hour, 8-hour and 16-hour outage resolution
based on issue severity. Managed IP VPN customers can request
bandwidth prioritization between VPN and Internet traffic. The customer
portal is enhanced with VPN usage reports and service status.

2. How can | order
new services?

To order any new services or service tier upgrades, please contact your
TWCBC Account Executive or TWCBC Customer Service.

e Mobile IPSec VPN client license

e Mobile SSL VPN client license

e Add Managed IP VPN service

e Higher Capacity Tier of Managed IP VPN

e Data Network Access Bandwidth Tier Upgrade

e Managed Security Services
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3. How can | contact
TWCBC Customer
Service?

Click on the following link:
http://www.twcbc.com/Corporate/CustomerService/default.html

e Scroll to the right. In the box, “What’s available in my area?”
Enter your zip code. Click on GO.
e Onthe web page which appears, scroll down to the box titled
Contact Us.
e Select preferred option to contact TWCBC Customer Service:
0 Call the phone number provided for your region
0 Click on Click to Chat
0 Click on Email Us

4. How can | request
IP VPN configuration
changes through the
customer portal?

You may open a Support Ticket on the Support Helpdesk of the customer
portal to request the changes to your current IP VPN configuration,
including:

e Setting up a new site-to-site or hub-to-site IP VPN tunnel (within the
capacity of your current service tier)

e Changing a policy which governs your IP VPN tunnels

e Changing IP Addresses for your IP VPN tunnels

e Reassigning a Mobile IP VPN client license to a different employee

Customers may optionally designate a support ticket as having Emergency
Priority. Please refer to the IP VPN and Managed IP VPN Ticket Priority
Documentation.pdf, under Main Menu -> Downloads section.

5. How can | report a
problem with my
service?

You may contact TWCBC Customer Service or you may open a Support
Ticket on the Support Helpdesk of the customer portal. For each ticket,
please select the priority of the outage. Please refer to the IP VPN and
Managed IP VPN Ticket Priority Documentation.pdf, under Main Menu ->
Downloads section.
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How do | access the IP VPN & Managed IP VPN customer portal?
Steps

Corporstatioms  Contact

Managed Security Solutions - Customer Support Portal

1. Click onthe ® Business Class"
fO”OWing link: HOME DOWNLOADS FAQ ABOUT MSS

https://mss.twcbc

.com/ S

Faz

contain a slients records or a business’
re their protection

curty Solutio

About WSS tions. Our Manag

2. Inthe Login Form, e i

transmit your data ety

enter your Lesin Ferm

ity
controls and more. Our IP WEN services provi

Username and

I Remember me
Password. -
3. /

Click on Login.

Products & Servioes not available in all aress, Logs snd Bavacy

1 2006-2010 Time Warmer Cable Inc. Al Rights Res:

4. Your User Menu M WARNER CABLE _ _
Business Class” | Managed Security Solutions - Customer Support Portal
[P—

will update on the
left with the HOME DOWNLOADS FAQ ABOUT MSS

options relevant

Main Menu Welcome to Time Warner Cable Busi Class Managed Security Soluti
tO yO U r aCCO U nt. Diata security is not just preferred, it's essential. If 3 company cannot transmit files in a secure manner — whether the filk
AT internal operating documents — then the files should not be shared over a public network unless appropriste measures are
Downloads
FAQ Time Warner Csble Business Class Managed Security Solutions and P Virtusl Private Metwork (WVPN) services will help pr
About MSS lo-zation, teleworkers, 3 ice locations. Qur Managed Sscurity Solutions services can seamlesshy bring togethe
About |B VEN ryption, user authenticath &5 controls and more. Qur IF VPN services provide site-to-site and hub-to-site IPSac
== sites.

User Menu r
Your Details
Logout ment security issues, vulnerabilities, and exploits provided by US-CERT
Support Ticket TAN1-2224 Adobe Updztss for Multipls Vuinsrabilitiss Search the National Vulnerability Database for Vulnerat
Sonicwall Reparting Adobe Updates for Multiple Vulnerabilities Seer v, satwane, o oepwerd

TAT-2E14; MicrosoTt Updates Tor Muitiple @

Microsoft Updates for Multiple Vulnerabilities
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How can | change my password?
Steps

1. After logging in,
click on Your Details

TIME WARNER CABLE

Business Class® | Managed Security Solutions - Customer Support Portal
—

under the User Menu. T DOWNLOADS FAQ ABOUT MSS
ome
Main Menu Welcome to Time Warner Cable Busi Class M ged Security Solutions
= Diata security is not just preferred, it's essential. If 3 company cannot transmit files in & secure manner — whether the fik
lome

internal operating ume wer 3 public network unle: propriate measure:
Downloads.
FAQ Time Warner Cable Busin ged Security Solutions and IP Virtual Private Network (VPN) services will help pr
About MES location, teleworke: 4 h office locations. Our Managed Security Sclutions services can seamlesshy bring togethe
About |P VEN encryption, user authentication, access controls and more. Our |P VPN services provide site-to-site and hub-to-site IPSec

transmit your dats between sites.
User Menu

Your Details I — § -
Logout iszues, vulnersbilities, and exploits provided by US-CERT
Support Ticket TA1-2224: Adobs Updstss for Multipls Vunsrsbiltiss Search the National Vulnerability Database for Vulnerat

Sonicwall Reporting Adobe Updates for Multiple Vulnerabilities Enter vendor, sofware, of kegword

(cd

TAN-Z214: Microsoft Updates for Muttipls Vul
Microzoft Updates for Multiple Vulnersbilities

2. The Edit Your

Details form will
E;';?;;’;;RE;;;:. ‘ Managed Security Solutions - Customer Support Portal
E—

appear.
3. In the Password HOME DOWNLOADS FAQ ABOUT M
field, type your new Homs | Your Detals
password. Main Menu Edit Your Details
Home | |
. e Your Display Name TWCBC Managed IPVPN Demo User
Downloads
4- In the Ve"fy FAQ Email Address }r.\.-d}cmvpnd:—m:}@mss.t.vd}cc:}m |
Password f|e|d, re- About MSS System Login Name twchemv prdemao
type your new Apout [P VEN Password |III'II'II |
User Menu Verify Password |IIIIIII |
password. Your Detsis ] o /
Logout

5. After completing all Support Tickat /\/
Sonicwsll Reporting
changes, click on the

Update button.
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Steps How can | open a support ticket?

1. After logging, in
P E;Es?.:;;?éf;s";. | Managed Security Solutions - Customer Support Portal
PE—

click on Support
Ticket under the User HOME DOWNLOADS FAQ ABOUT MSS
Menu.

Main Menu Welcome to Time Warner Cable Busi Class M ged Security Solutions
Diata security is not just preferred, it's essential. If a company cannot transmit files in a secure manner — whether the file

Home internal operating documents — then the files should not be shared over a public network unless appropriate measures are
Downloads.

FAQ Time Warmner Cable Business Class Mansged Security Solutions and IF Virtusl Private Network (VPN) services will help p
About MSS location, teleworke: =

About IP VPN encryption, user authe cess controls and more. Our IP VPN services provide site-to-site and hub-to-site |PSac

transmit your data betwess
User Menu

- Security Alerts
Your Details I

Logout Cosrrant sararity issues, vulnersbilities, and exploits provided by US-CERT

Suppart Tickst l\b5 Updstes for Multipls Vulnsrabiltiss Search the Mational Vulnerability Database for Vulnerat

Sonicwsll Reporti = fior Multiple Vuln ilitis Erter vendor, sofwane, o keyword
TaN-zHA: oft Updatas for Muttipls Vi DIt @

Microzoft Updates for Multiple Vulnersbilities
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2. The Support i ‘ . is . ot . - ol
¢ anaged Security Solutions - Customer Support Porta
Helpdesk will display. | ® . Y PP

. . DOWNLOADS
3. Click on Submit a i .

Ticket.

Support Helpdesk

Welcome to our helpdesk, please choose an option below.

Ticket Status Submit a Ticket
A Click Here to view current ticket status ‘ Submit a trouble ticket to a department
V4

7

COTporate Home  Cor
255" ‘ Managed Security Solutions - Customer Support Portal

4, The Submita

Ticket form will DOWNLOADS FAQ ABOUT MSS
display.
5. Inthe Subject text
Home > Submit a Ticket 19 Aug 2011
box, enter brief Submit a Ticket
descri pth n Of the Please enter the required information in the following fields to submit a ticket, to view the status of an already created ticket Click here.
request or issue. Name: * Demo Company

Email: * demouser@domain.com

6. Inthe Message
text box, enter

L ]

Subject: =
SpeCIfIC detal|5 Message: =
about the request
or Issue.
7. The Department

R R TR O LR O E O E TR T TR E TR TP EOT TR L EERTeeeeeeeserd
drop doWn Is for Department: * | TWCBC-Demo 4]
yOUr region, and Priority: * | policy Change ™
CannOt be L ]

changed.
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8. Select the priority
from the Priority
drop down menu.

9. To attach a file
relevant to your
ticket, click on
Browse, select file
on your PC.

10. In the Description
text box, describe
the attached file.

11. Click the Submit
button.

12. You will receive an
email that the
ticket has been
received by
technical support.

Message: =

Department: * | TWCBC-Triat v

Priority: =

Policy Change v

Low Priority Outage
Medium Priority Outage
High Priority Outage
Description: |Emergency Policy Change

File: | IJ[ Browse... |

Attach a file

Steps

How can | check status of a support ticket?

2 ways to check ticket:
(1) Click on the link in
the email notification
received after opening
the ticket. (2) Use the
customer portal to
navigate to the ticket:

1. After logging in to
the customer portal,
click on Support
Ticket under the User
Menu.

TIME WARNER CABLE

Business Class® | Managed Security Solutions - Customer Support Portal
HOME DOWNLOADS FAQ ABOUT MSS

Main Menu Welcome to Time Warner Cable Busi Class M ged Security Solutions
Diata security is not just prefered, it's tial. If a company cannot transmit files in a secure manner — whether the file

Home internal operating documents — then the files should not be shared over a public network unless appropriate measures are
Downloads.

FAQ Time Warmner Csble Business Class Mansged Security Solutions and IF Virtusl Private Metwork (VPM) services will help pr
About MES location, teleworkers, and branch office locations. Our Managed Security Solutions services can seamiessly bring togethe
About |P VEN encryption, user authentication =5 controls and more. Our IF VPN services provide site-to-site and hub-to-site |FSac

transmit your dats between sites.
User Menu
I Security Alerts

Your Details

Logout - “  jszupes, vulnersbiliies, and exploits provided by US-CERT
Suppart Tickst Updstes for Multipls Vulnsrabiltiss Search the Mational Vulnerability Database for Vulnerat
Sonicwall RaportiN 8 for Multiple Vulr ilitis Erter vendor, sofwane, o keyword

TAN-Z214: Microsoft Updates for Muttipls Vul DIt @
Microzoft Updates for Multiple Vulnersbilities
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2. The Support cor

L L Managed Security Solutions - Customer Support Portal
Helpdesk will display. | ® ‘ 5 Y i

3. Click on Ticket DOWNLOADS FAQ ABOUT MSS

Status.

Support Helpdesk

Welcome to our helpdesk, please choose an option below.

Ticket Status Submit a Ticket
Click Here to view current ticket status ~ Submit a trouble ticket to a department
P 4

7

4. The Ticket Status
form will display.

Home = Ticket Status

5. In the Ticket Status Ticket Status

SeCtion'S Email: Enter You can view the status of your ticket by entering your emalil and any ticket key In the fields below, once logge
reply to existing ones or carry out other tasks. If you have forgot your ticket key then please specify your emai

your email add ress receive the list of created tickets along with their keys.

Ticket Status

6. Click on Submit.

Email:

. ick :

7. Your ticket status Ticket ey
. 0 Remember Me

will be sent to your Submit
email address.
8. If you have Forgot Key?
forgotten your ticket Email:
key: In the Forgot Submit

Key? section’s field for
Email: Enter your
email address.

9. Click on Submit.
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10. You will receive
email with link to
view your ticket
status.

11. Click on the link,
and enter
requested
information.

12. Click on Submit.

13. You will be
presented with a
ticket list. Click on
ticket number to
view entire ticket.

Ticket
Last Update: 02 May 2006 09:44 AM test tickat
Last Replier:  TWEES Demo
Status: Dpen
Department:  TWCBC-Austin -
Created On: 02 May 2006 09:dd AW [ close [ prinusbie version | poztreply |

Author

Contents

TWCBC Demo

customer

[2)Posted on 02 May 2006 D3:44 &M

test ticket

Rate this ticket: ERHelpful '@ Not Helpful {

Post Reply

Subject: test ticket
Message: *
b
Rating: Was the staff reply helpful? © Yes O No @ Dont Rate
Attach a file

Description:
Fils: (Browes

= Required Raply

Steps

How can | update a support ticket?

1. Follow the steps
above, to view ticket
status.

In the Post Reply
section:

2. In the Message text
box, enter updates
concerning the
request or issue.

3. To attach a file, click
on Browse, select file
on your PC.

4. In the Description
text box, describe the
attached file.

5. Click the Reply
button.

Ticket

Last Update: 02 May 2006 09:44 AM test ticket

Last Replier:  TWEBC D=mo

Status: open

Departmert:  TWCBC-Austin .

Crested On: 02 May 2005 09:44 AM [_cloze [ printabla varsicn | [ post resly ]
Author Contents

TWCBC Demo [Z)Posted on 02 May 2006 02:44 AM
IS test ticket

Rate this tcket: éhHeIpFul P ot Helpful {

Post Reply
Subject: test ticket

Message: *

Rating:

Was the staff reply helpful? © Yes O Mo @ Dont Rate

Attach a file
Description:

Fila:

= Requirsd Raply
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6. The updates will be

added to the ticket.
How can I close a support ticket?
Steps
1. Follow the steps to Ticket
view ticket status. Last Updote: 02 May 2005 0844 AM test ticket
Last Replier: TWCEC D=mo
;::::m:nt' :\:ecnsc-mf. -_—
2. Click the close Created On: 02 May 2005 09:44 AM [_cloze [ prinsebic versicn | [ postresly ]
button on the upper
. TWCBC Demo EF‘E:{:d on 02 May 2006 03:44 AM
right hand corner of oot ricker

the ticket form.

Rate this hicket: ﬂHelpFul T2 ot Helpful (v

Subject: test ticket

Message: * IO
v

Rating: ‘Was the staff reply helpful? O ves O No @ Dont Rate

Attach a file

Description:

File: ( Browse... !

* Required Raply

3. A confirmation box

will pop up. iz
4. Enter the reason for

closing the ticket in ' ) cancel )
the text box. ————————

5. Click on OK.

Time Warner Cable Business Class is a trademark of Time Warner Inc. Used under license. ©2011 Time
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6. The ticket list will Homa = Tickat List = Tickat Status: MLV-S43TS
display. Ticket

7 The recent|y Lact Update: 0= May 2005 09:44 AM

* Last Repli=r: TWCBC Cemo

closed ticket will Er::::t:mcr't' ::::ﬂac—austin
d|Sp|ay a closed Created On: 02 May 2006 D9:44 AM closa
status on the
r|ght TWCEBC Denmo [£) Pasted on 02 May 2006 09:44 AM

8. The ticket can be [Leomeomer] rest hekst
reopened by Rate this ticket: ENHelpful % Not Helpfil {irimini)
selecting the
ticket from the Subject: test ticket

Massaga: ~

ticket list and
clicking on Post
Reply button.

9. The ticket status
can then be
changed back to
open.

Steps How can | view the current status of my Managed IP VPN tunnels?

1. Follow the steps to
E;i?.:;;?g;;;. | Managed Security Solutions - Customer Support Portal
—

log on to the
customer portal. HOME DOWNLOADS FAQ ABOUT MSS
Home
. .

2. Click on Sonicwall Main Menu Welcome to Time Warner Cable Busi Class Managed Security Solutions

T Diats s=curity is not just prefered, it's essentizl. |f 3 company cannot transmit files in 3 securs manner — whether the filk

H ame ternal operating documents — then the files: should not be shared over a public network unless 3 ate measures are

Reportlng under the I internal operating documen n i ould nof red over a public network un DOTOpriats messures A

FAQ Time Warnar Cable Busi Security Solutions and |F Virtual Privat
User Menu. About MSS location, teleworkers ions. Our Manag i

About IF VPN encryption, user auth Cess controls and more. Qur IP VPN services provide

transmit your d
User Menu

3. If prompted to do Your Detaiis Security Alerts

Logout rrnen security issues, vulnerabilities, and exploits provided by US-CERT

2

so, enter your Iogl n Support Ticket 25 for Multipls Vulnsrsbiltiss Search the National Vulnerability Database for Vulnerat
Sonicwall Reporting F‘INPE Vulnerabilities Ener vendor, sofware, o keyword
and password on the \l P— =

Microzoft Updates for Multiple Vulnershbilities.

screen which appears. B
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4. The VPN status
page will display.
]

SONICWALL® | GMS 5.1

e 0

Help Logout

highlight Monitor.

6. The Display
Options will be
shown on the
right hand panel.

7. Inthe drop down
menu, select
which tunnels to
show.

8. Click on check
boxes of tunnels
to monitor, if not
already checked.

9. Select any options
to modify. Refer
to the TWCBC IP
VPN & Managed
IP VPN User Guide
for details.

5. In the Policies ta b, DemalWifi :: Monitor User: twehemvpndemo@LocalDomain | End Users
click on the VPN Policies —
¥ VPN - m—
down arrow and Monikor (‘Show Up Tunneis 1%

Show Down Tunnels
Show All Tunnels
Last Updated Destination Address Range  Local Address Range
&' 10.100.0.0 - 10.100.0.255 10.0.201.0 - 10.0.201.255 |E
office  100.10.1.1 Jul 18, 2011 Mon [01:14 PM]

&' 200.100.1.0 - 200.100.1.255 10.0.201.0 - 10.0.201.255 lm
# Select All Tunnels
Note: Tunnel status monitoring requires SNMP to be enabled on the firewall(s).
/" Synchronize Tunnel Status Information
Refresh Selected Tunnel Statistics
iaw Sak T Statisti
Renegotiate Selected Tunnels
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Steps

How can | monitor the usage of my Managed IP VPN tunnels?

1. Follow the steps to
log on to the
customer portal.

2. Click on Sonicwall

3. If prompted to do

and password on the
screen which appears.

Sonicwsll Reporting

E'Lim:';:accf;;:. | Managed Security Solutions - Customer Support Portal
HOME DOWNLOADS FAQ ABOUT MSS
Main Menu Welcome to Time Warner Cable B Class M ged Security Solutions

Dista security is not just prefered, it's essential. If a company cannot transmit files in & secure manner — whether the i

Re porti ng u n d e r- t h e E:::D&:s internal operating ume wer 3 public network unle: propriate measure:
FAQ Time Warner Cable Busin jged Security Solutions and IP Virtusl Private Metwork (VPN) services will help pr
User Menu. Bbout WSS location, telewarkers, and h office losstions. Gur Managad Sscurity Solutions servi n seamlessly bring togethe
About IP VPN encryption, user authentication, access controls and more. Our |P VPN services provide site-to-site and hub-to-site IPSec

transmit your dats between sites.
User Menu
Security Alerts

Your Details
A Logout fl.rrart security issues, vulnerabilities, and exploits provided by US-CERT
so, enter your |Og|n Support Tickst iatss for Mutipls Vulnerabiliies Search the National Vulnerability Database for Vulnerat

Entier vendor, sofware, or keyword

(&

Multiple Vulnerabilities

Updstss for Muttipls Vul
Microzoft Updates for Multiple Vulnersbilities

4. Click on Reports
tab to the right of

SONICWALL® | GMS 5.1

SSL-VPN

the User Menu.

DemoWifi :: Monitar User: twchemvpndemo@LocalDomain | End Users

Play Options

- Up Tunnels
T

unnels

Last Updated Destination Address Range
10.100.0.0 - 10.100.0.255

200.100.1.0 - 200.100.1.255

Local Address Range
10.0.201.0 - 10.0.201.255 ¥

office
10.0.201.0- 10.0.201.255 ¥

~
10.1.1  Jul 18, 2011 Mon [01:14 PM] o

M select All Tunnels

Note: Tunnel status monitoring requires SNMP to be enabled on the firewall(s).

v/ Synchronize Tunnel Status Information
/" Refresh Selected Tunnel Statistics
gz Statisti
Renegotiate Selected Tunnels
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5. The Customer

Report page will

Firewall

SSL-VPN CDP Monitor Console

display. &
:‘] DemoWifi :: Internet Activity User: 1
6. Inthe Reports
. o Template Section
tab, click on the Eolidesy]| Reports
arrow by VPN : Custom Report | Custom Report — Internet Activity
Status
|
Usage. ¥ VPN Usage ime
. Summary \I——_J-
7. VPN Usage WI” Top Users ©  Dynamic Date Range
QOver Time
expand to show Top Users Over Time o ) Start Date l:l Start Time *[on
available reports By Policy Sl Pate fanae EndDate || End Time (55 %] : (£
By Policy Over Time
list. By Policy Hourly
By Service Report Layout
Detailed Report Summary Report
Select report field
Field Filter
8. Click on the report Palicies || Reports VPN Usage Summary B soh
that you would * Custom Report Houws [ = - Stant [{[2011-08-15 |» Soaren | More
F Status
like to view. * VPN Usage - :
VPN Usage Summary for August 15, 2011
. Summary
9. To customize Top Users
Over Time /
reports, please Top Users Over Time
By Policy
refer to the By Policy Over Time \ /
By Palicy Hourly :
TWCBC IP VPN & By Service @
Managed IP VPN
User Guide and 0 600 6 16,00
SoniCWALL_Repor VPN MBytes by Hour of Day
ting_Guide in the = Ereats MBytes % of MBytes
. 1 02:00 - 03:00 1 0.001 0.0%
Maln Menu -> 2 04:00 - 05.00 2 0.001 0.0%
3 06:00 - 07:00 34 3122 37.8%
Downloads folder 4 07:00 - 08:00 1 0.001 0.0%
5 08:00 - 09:00 1 0.001 0.0%
for details. 6 09:00 - 10:00 1 0.001 0.0%
7 10:00 - 11:00 1 0.001 0.0%
8 12:00 - 13:00 1 0.001 0.0%
9 14:00 - 15:00 2 0.002 0.0%
10 16:00 - 17.00 24 0.068 0.8%
11 17:00- 18:00 55 1.447 17.5%
12 18:00 - 19:00 11 3127 37.9%
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